[DM-07-057] Data Evaluation, Metadata, and Data
Quality

Abstract

The widespread availability of geospatial data through spatial data infrastructures, cloud
platforms, and web services has made data evaluation a central component of GIS practice.
Effective use of geospatial data depends on understanding not only spatial extent and
structure, but also data quality, semantics, provenance, and usage constraints.
Standardized metadata has emerged as the primary mechanism for documenting these
characteristics and enabling dataset discovery, interoperability, and long-term reuse. Key
dimensions of geospatial data quality include positional and attribute accuracy, logical
consistency, completeness, and currency, each of which contributes to assessing fitness for
use. Provenance and lineage information further support transparency, trust, and
reproducibility by documenting sources, methods, and processing decisions. Emerging
applications of artificial intelligence offer new opportunities to assist with metadata creation
and analysis, but do not eliminate the need for human judgment in evaluating geospatial
data.
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1. Introduction

Geospatial data are complex; in their structure, in their production, in their use, and in their
relationship to the real world they are intended to represent. In today’s world data are
ubiquitous and routinely shared between data producers and data users, and the inherent
complexity of the data can be an impediment to wise application by users who were not
involved in their creation. An incomplete understanding of an acquired dataset can easily
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lead to mistakes in processing and unwise conclusions. However, it is impractical to require
data producers to explain every nuanced choice underlying a dataset, and to guarantee its
suitability for every reasonable use.

Over time, methods and tools have emerged to document datasets and help data users
understand the products they are considering using. This topic will focus on three related
aspects of this: data quality, the degree to which our data match the reality they intend to
represent; metadata, the documentation of data quality and other dataset characteristics;
and data evaluation, the process of assessing whether a dataset is suitable for a particular
use, using tools such as metadata. We will start with the last of these, as it provides context
for the importance of the other two.

2. Data Evaluation

Given the widespread availability of government spatial data infrastructures, commercial
data markets, and cloud GIS platforms, users often have the choice of many possible
sources for the data they need. For example, suppose you need a roads layer for Los
Angeles, California. It is highly likely that you could obtain something called “roads” from
Los Angeles City, Los Angeles County, the Southern California Association of Governments,
the State of California, the USGS National Map, ArcGIS Online, OpenStreetMap, and
commercial data providers. Although they represent the same real-world geography, these
datasets will likely differ in many ways. Which one should you use, and how should it be
used appropriately?

Data evaluation addresses these questions to effectively use acquired data. However, the
goal is not to find the “perfect” dataset (as will be discussed below, this does not exist), but
to determine how well each dataset meets the needs of a particular application, a concept
known as fitness for use. Each dataset may be excellent for the purposes for which it was
originally created but unsuitable for other purposes (Figure 1).
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Figure 1. Data from Natural Earth (naturalearthdata com), illustrating the concept of fithess
for use and the relativity of data quality. Natural Earth is widely recognized as an excellent
source for small-scale maps (left), but is entirely inadequate for street-level navigation
(right). Source: author.

It is therefore crucial to begin the data evaluation process by clearly defining the data
requirements for the intended application. In the above example, this might involve
answering questions such as: which kinds of roads do you need? What characteristics of
those roads are required? What scale(s) are you working at? What analytical tools will be
used? What other datasets will the roads data be integrated with? The better you
understand your needs, the better you can understand whether a dataset will meet them.

Evaluating fitness of use requires an understanding of several aspects of a given dataset:

e Access: how it can be acquired and whether it can be used legally. This may include
information such as website addresses, prices, copyright, and use restrictions.

e Content: What the dataset claims to include, and conversely, what it not include. Key
elements include the geographic extent, the thematic scope (which kinds of features
are included and which are omitted), and the included attribute columns. For example,
a “roads” dataset may only cover a single neighborhood, or only include major
highways and not surface streets, or may include only the street name and no other
attributes.

e Structure: How the dataset is organized, specifying its file format, attribute datatypes,
coordinate system, and so on.

e Data Quality: How well the data represent reality. As will be covered in more detail
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below, no dataset is perfect, but the quality of different datasets varies widely. This
commonly includes variables such as estimates of positional and attribute accuracy,
raster cell size, precision of location and attribute measurements, and citations of
data sources.

e Semantics: What the terms and measurements in the data mean. Those who created
the datasets may have different conceptual models, world views, or biases than new
users, so it is crucial to bridge any gaps by explaining the concepts and motivations of
the former (Fisher et al., 2010). Even a concept as seemingly simple as “road” may
vary from one agency or person to another, so one dataset could represent some
features as roads that another does not, such as a dry creek bed or a parking lot aisle.
Semantics includes information such as definitions of terms, meanings of attribute
codes, units of measure, standards used for data collection, and the intended
purposes.

Potential data users can take various steps to evaluate the fitness of a dataset for their use.
A common and simple method is to view it in GIS software, comparing it to other data,
including alternative candidates for the same layer. This can be very instructive for
determining which features are represented or not represented (major highways? All roads?
Parking aisles? OHV tracks?), how up to date the data are, and the set of attributes that are
attached.

3. Metadata

The primary tool used for data evaluation is metadata. Often defined by the epithet “data
about data,” metadata is a set of information that documents the characteristics of a GIS
dataset that directly pertain to the goals above (Aalders, 2005).

A data producer could conceivably say whatever they wanted about their data, but
metadata is much more useful to both users and software if it meets consistent
expectations. Thus, it is well-suited to community standards, specifying both what to
include (a content standard) and how it is organized (a format standard) (Simmons, 2025).
In the United States, standardization began in earnest in 1990 with the creation of the
Federal Geographic Data Committee, an interagency group charged with coordinating and
streamlining the GIS work across multiple federal agencies, especially data sharing
between agencies and with the public (Federal Geographic Data Committee, n.d.). In 1994,
this vision evolved into the National Spatial Data Infrastructure (NSDI). Recognizing the
importance of metadata in this infrastructure, FGDC developed the Content Standard for
Digital Geospatial Metadata (CSDGM) (Federal Geographic Data Committee, 1998).

While public data sharing is an important reason that governments have typically been the
driving force in metadata development, they also have internal needs for metadata. For
example, better documentation aids interoperability between agencies, to integrate data
that were originally created for disparate purposes. Prior to metadata and SDIs, agencies
often spent valuable resources producing redundant datasets tailored to their own needs.
Metadata is also important for training new staff who need to become productive users and
creators as quickly as possible.

Other countries soon developing similar standards (Moellering et al., 2005), leading to
coordination by the International Standards Organization. The result is ISO 19115:
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Geographic Information - Metadata, first released in 2003 (International Organization for
Standardization, 2014). Most national standards are now based on ISO 19115, including the
United States (INCITS, 2014). This standard extends earlier efforts by adding controlled
vocabularies for subjects and other keywords, refined prioritization of required and optional
elements, and more modern options for encoding metadata into computer-readable files.

Geospatial metadata content is also being incorporated into general-purpose metadata
standards, especially by agencies that create a wide variety of public datasets beyond GIS
data. The U.S. Data Catalog Application Profile (DCAT-US), created by a U.S. Department of
the Interior committee called the FAIRness Project, is an example of a general metadata
standard that can document geospatial datasets alongside non-spatial files in data
warehouses and data catalogs (US Department of the Interior, n.d.). It combines elements
from both geospatial standards like CSDGM and ISO 19115 and non-spatial standards such
as Dublin Core (Dublic Core Metadata Initiative, 2020). It also specifies how the metadata
should be structured and shared between senders (data producers) and receivers (search
engines). The popular term FAIR (Findable, Accessible, Interoperable, Reusable) is an
encapsulation of the ideals of spatial data infrastructures, including metadata (GO FAIR,
2022).

The original FGDC Content Standard and ISO 19115 organize the prescribed content of
metadata documents into similar sections (Earth Sciences Information Partners, 2017):

e Metadata Reference (MD_Metadata in ISO 19115): information about the metadata
document itself, such as authorship, release date, and bibliographic citation. In ISO
19115, this object also contains the others.

* |dentification (MD_Dataldentification): basic description of the dataset, including its
title, spatial extent, subject matter, bibliographic citation, use restrictions, and so on.

e Data Organization (MD_SpatialRepresentation): how the dataset is structured
(vector, raster, geometry type, etc.), including the file format.

e Data Quality (MD_DataQualitylnformation): information about the fidelity of the
data to reality and how the data producer assessed this. See below for more
information.

e Spatial Reference (MD_ReferenceSystem): The coordinate system used for the data,
including map projection, horizontal and vertical datums, and spheroid parameters
(see DM-05 Spatial Reference Systems).

e Attributes (MD_Contentinformation): A list of the attributes describing each item in
the dataset, including datatypes and allowed values.

e Distribution (MD_Distributioninformation): How the dataset is distributed and can
be accessed by other users, whether through the Internet or offline.

Each section can be more or less important in different situations. For example, since many
of the earliest developments of SDI and metadata were in the context of the United States
federal government, with its nearly universal public domain data policy, use restrictions
documentation was often overlooked. However, the modern geospatial ecosystem is filled
with government, open (to various degrees), and commercial data sources, and multiple
derivations therefrom. It is therefore very important to clearly document data licensing and
rights protection regimes (such as Creative Commons), even for data that is ostensibly
“free.”
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4. Data Quality

As mentioned above, data quality is an important characteristic of a dataset, and deserves
closer attention. Data quality can be defined as an assessment of how well a dataset
represents the real world. While the person or agency that originally created the dataset
may be innately comfortable with their work, it is rarely obvious to other users whether
they can or should trust it enough to use it. Because of its importance, data quality (and
associated metadata) has its own ISO standards (International Organization for
Standardization, 2023). The basic principles of error and uncertainty, and how they are
typically managed in GIS analysis and modeling, are covered elsewhere in this Body of
Knowledge. Therefore, the focus here is on how quality is measured and documented in
metadata.

No geospatial dataset is a perfect representation of the real world. Reality is just too
complex to be fully captured; every observation tool (including our own senses) is limited;
and the world constantly changes, so every measurement begins to age immediately. Every
GIS dataset is therefore an approximation, and all data contain error (discrepancies
between asserted and true value) and imprecision (limited detail in approximate values).
This results in uncertainty, our doubt in the perfection of data, or in other words our
acknowledgment of the likely existence of error and imprecision.

Fortunately, these limitations do not invalidate GIS data and analysis. Our geospatial
techniques, including GIS analysis, statistics, and cartography, are insensitive to some
degree to error and uncertainty. That is, a small change in data values does not
significantly change the result. See, for example, Clarke (2019) for more on sensitivity. Any
GIS application can thus tolerate some degree of uncertainty, but how much is acceptable
depends on the project. The key is that the data are “good enough” to produce analytical
results that correspond closely to results in the real world. In practice, this means results
can be “correct” even if the data is not. This results-based notion of “good enough” means
that documenting data quality is more nuanced than branding a dataset as “accurate” or
“correct” (or “wrong”); it means providing sufficient information to enable potential users to
evaluate its fitness for use for a particular need.

5. Dimensions of Data Quality

Data quality evaluation typically addresses several goals, corresponding to desirable
aspects of the ideal dataset that may be met to some degree:

e Attribute Accuracy: The degree to which attribute values match real-world values.
While some values may be exactly correct (especially nominal attributes like names or
categories), other attributes will have error (asserts 10.535 but really 10.834) or
imprecision (asserts 11, really 10.834) due to imperfect measurement devices and
methods.

e Positional Accuracy: The degree to which data locations and shapes match their true
counterparts. Error and imprecision are inherent to all sources of location
measurement, such as GNSS (see Topic DC-02-003 Global Navigation Satellite
Systems for discussion of such errors), maps, and remote sensing imagery.

e Logical Consistency: The extent to which the included features relate to each other in
space, time, and attribute. This includes the topological relationships between
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features (see Topic DM-01-028 Topological Relationships), such as governmental
jurisdictions being adjacent to each other with no overlap and no space between.
Other types of consistency errors (e.g., A says population > B but actually A<B) can
also appear, but it is also possible to have data that are internally consistent, even if
every value is not perfectly accurate.

e Completeness: The extent to which all of the features and attributes are included in
the data. It is possible for a dataset to be complete, but it is also common to
accidentally exclude features or have blank attributes (Brassel et al., 1995).

e Currency: How up-to-date the data are relative to the present state of the world, of an
intended historical time period. Data can become out of date the moment after they
are collected, but can be recent enough to show little difference with the present. For
intentionally historical data, then intended valid time period should be documented.

In each of these aspects, it is important that data producers are honest in reporting the
quality of their data, including not only positive claims, but also known shortcomings. For
example, metadata may include an appraisal of how often the dataset is typically updated,
even if it is relatively infrequent; or it may explain the decision process for why some
features were not represented, or why a certain collection method was used when more
precise and accurate methods exist. These explanations can be just as valuable for fithess-
for-use decisions as claims of high quality.

Some datasets are designed to meet these goals as closely as humanly possible, while
others are intentionally less perfect to meet particular goals. This latter case is most
common in smaller-scale data that covers a larger scope, where data must be
generalized to be of practical use (Figure 1). That said, even generalized data is meant to
appear correct at their intended scale, so data quality assessment is still relevant.

6. Accuracy Assessment

Perfect assessment of data quality is impossible for the same reasons that datasets are
imperfect: if we could determine every error, we could just correct them all. While such
data cleaning is possible for some aspects such as topological consistency, it is generally
infeasible to “fix” every attribute and location.

Therefore, the most common strategy for estimating data quality is ground truthing or
ground verification, in which a small sample of the dataset is selected. This subset is then
re-measured using devices or methods known to be of much higher accuracy and precision
(but infeasible to re-collect the entire dataset), producing a sample of ground truth or
ground control. The discrepancies that are found can then be measured and incorporated
into statistical models to infer the amount of error across the original dataset.

For quantitative measurements, especially locations, a very common and relatively simple
measure of error and consistency is root-mean-square error (RMSE), a descriptive statistic
summarizing the errors found in the sample values (Wechsler, 2021). While RMSE is most
commonly seen in remote sensing processes, it can be used for almost any quantitative
data.

For qualitative (especially categorical) data, the ground truth sample is often summarized
in a confusion or error matrix that tallies each sample’s data and ground truth values,
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which can then be analyzed using statistics such as Cohen’s Kappa, which compares the
overall categorical accuracy to what would occur by chance (Cohen, 1960). For more
information about this method applied to both GIS and remote sensing data, see Zhang
(2020) and Stehman (2020).

An alternative approach is to define an acceptable error threshold for a given scale or
purpose, as found in national map accuracy standards (USGS, 1999). Then the percentage
of the ground truth sample that is within the threshold is used as an estimate of the
probability of the rest of the dataset being within the threshold.

Some forms of data are derived from samples using robust methods, such as inferential
statistics and interpolation, that have known error probability models that can be reported.
A widely familiar example is a confidence interval reported from a political survey, such as
“46%(x4%) approve,” estimated based on factors such as the sample size.

7. Provenance

Rigorous accuracy assessments like those described above are not always feasible for
every aspect of a dataset, and are not always necessary to determine fitness for a given
use. A less direct approach is to establish trust that the dataset was created using reliable
methods by competent producers. This can be partially achieved through metadata that
describes the provenance of the dataset, also known as its lineage.

Documentation of provenance may include descriptions of the source materials (whether
digital or paper), the step-by-step procedures used to derive the final product, the
standards used by the producing agency, and sometimes even the qualifications of the data
producers (Gil et al., 2010). The goal is not to force data users to have blind trust in the
producer, but to provide sufficient information for potential users to evaluate the source of
the data and decide whether it is sufficiently trustworthy for the needed purpose.

Provenance can have useful purposes beyond data evaluation (Tullis and Kar, 2021). First,
it is simply ethical for data producers to be honest about their sources and methods.
Second, it facilitates the reproducibility of the data by enabling others to recreate and
independently verify the data. Reproducibility has become a major issue in modern science
(including GIScience), where occasionally dubious results have been claimed that may have
been derived incorrectly and thus warrant independent verification (Ostermann et al.,
2021). Better metadata, including provenance information about processing and analysis
procedures, is on key to increasing reproducibility (Wilson et al., 2021).

As academic journals increase their expectations relating to open science and
reproducibility, there will likely be a greater demand for scholars to produce standards-
based metadata for their research products, expanding metadata creation beyond
traditional government agencies (Kedron et al., 2026). The “five star” framework of Wilson
et al. (2021) offers some flexibility for new metadata creators by outlining several levels of
increasing rigor in provenance-focused metadata for publishing reproducible GlScience.

8. Implementation
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Metadata appear in the geospatial data ecosystem in a few common ways, depending on
how humans or software are expected to use it. The most basic, and probably most
common, form is a short human-readable description of the dataset (corresponding to the
two-star level in the framework of Wilson et al., 2021). This may be as basic as text on the
web page from which the dataset is downloaded. It rarely conforms to any structure or
content standards, and usually provides only basic information such as the file format,
coordinate system, a general description of the original purpose of the dataset, or a list of
attributes. Although incomplete, it is relatively easy to create, find, and understand.

A second approach is to integrate selected metadata elements directly into the GIS data
files. This has always been common for information that is crucial for GIS software to
accurately manage, display and analyze the data. Typically, this information is stored in a
file header, an encoding of the information at the beginning of the data file. In fact, they are
so integral that that we do not commonly think of them as metadata, but they fit the basic
definition. Headers often include the coordinate system of a dataset, the layout of a raster
layer (number of rows and columns), vector geometry types, and the datatypes of attribute
columns. In relational spatial databases, this machine-readable metadata strategy is often
implemented using separate system tables. For example, PostGIS creates a table to record
the spatial reference systems of all of the spatial columns in the database tables, while the
Esri Geodatabase has at least seven metadata system tables (Esri, n.d.).

A third form of metadata, the most complete (4-star in Wilson et al., 2021), is a fully
standards-based document that accompanies the dataset (known as a sidecar file). This file
itemizes the characteristics of the dataset one by one, typically precisely following the
hierarchical outline of a given metadata content standard such as ISO 19115. Originally,
these were typically text files of hierarchical bullet lists, but today they are usually encoded
in machine readable structured text formats such as Extensible Markup Language (XML)
(Figure 2) or JavaScript Object Notation (JSON) (International Organization for
Standardization, 2019).
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Figure 2. A portion of an ISO 19115 metadata document in XML format (U.S. Soil Survey
Geographic Database). Source: author.

9. Metadata in the Data Discovery Process

Metadata was long been central to spatial data infrastructures and data discovery tools; in
fact, the earliest spatial data search engines were often called metadata clearinghouses. As
SDI platforms have evolved, their reliance on high-quality metadata has only increased. The
more documentation that is provided, the more there is to match with the searcher’s
requests.

Machine-readable metadata has a greater value in the discovery process, because it
enables key metadata elements to be leveraged more directly than free-text search (Plewe
and Johnson, 1998). For example, geoplatform.gov, a typical modern geodata discovery
service (Figure 3), starts with a basic keyword search, then adds spatial query using the
spatial extent element in the metadata, and faceted query that filters the search results
based on common metadata categories (in the figure, Types of Resources, Agencies,
Topics, but others such as publication date, copyright, fees, and scale are also common).
Metadata is also used to format the results to show the most important characteristics of
each candidate as simply as possible. The primary goal of these data discovery platforms is
to identify a small set of data sources that have the highest likelihood of fitness for use,
reducing the time spent on the more time-consuming parts of data evaluation, such as
reading complete metadata documents or physically downloading and experimenting with
the data.
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Figure 3. Geoplatform.gov, the data discovery platform for the U.S. National Spatial Data
Infrastructure. Source: author.

10. Streamlining Metadata Workflows

The primary challenge of effective metadata is that creating and maintaining it is time-
consuming, and it is often seen as a distraction from the core business of developing the
dataset itself. Most metadata standards specify required and optional elements, but this
often results in metadata documents being limited to only a few core elements that are
most crucial to the discovery and evaluation processes.

To aid in the process of creating better metadata, many GIS software programs include
tools to create metadata documents as the data themselves are being created (Esri, n.d.;
QGIS 2026). Some elements may be automatically generated from the dataset itself, such
as the coordinate system and a list of attributes with data types. However, most of the
elements still require manual entry based on personal and institutional knowledge external
to the data, so the software may provide formatted editing tools to facilitate such entry in
compliance with one or more standards.

Alternatively, specialized open-source programs such as mdEditor
(https://www.mdeditor.org/) and the USGS Metadata Wizard
(https://www.usgs.gov/software/metadata-wizard) are also available for editing metadata

documents. These can be helpful in guiding new creators through the many elements of a
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complete metadata record, and they handle the file encoding. However, they tend to lack
the ability to automatically pull elements directly from the data, and like many small,
specialized programs in the open source market, they may not be maintained in the long
term (Holler and Kedron, 2022).

Emerging technologies could revolutionize the relationship between geospatial data and
their metadata. For example, a common form of metadata in general search engines is
embedded machine-readable semantics. Often associated with the Semantic Web
movement of the late 2000s and early 2010s, this approach encodes meaning—definitions,
relationships, and identifiers—directly into data using shared vocabularies or formal
ontologies (see Zhang, 2019). Initially, the idea of a “Semantic GeoWeb” promised
geospatial data that was inherently meaningful to software: features linked by shared
identifiers, well-defined concepts, and formal relationships based on machine-readable
ontologies, essentially completely fusing the data and the metadata (Stadler et al., 2012).
In theory, this would allow data from different agencies, scales, and domains to
interoperate seamlessly, enable automated reasoning (“find all flood-prone hospitals
downstream of a dam”), essentially bypassing the need for both data evaluation and
traditional metadata.

While this vision proved difficult proved difficult to implement at scale (Hogan, 2020), many
of the underlying ideas have persisted in forms that are more lightweight, targeted, and
practical, such as knowledge graphs and JSON-LD (JSON for Linked Data) embedded in
otherwise ordinary web data. Their incorporation into modern search engine optimization
(SEO) algorithms has led to their widespread adoption (see Huang and Zhu, 2025). Thus,
this is a platform for geospatial metadata that can be more easily automated than
traditional documents (Coene et al., 2020).

Because metadata is largely textual, large language model (LLM) artificial intelligence tools
have great potential for both the creation and the evaluation of metadata documents.
While an Al cannot read the minds of the people who created the dataset, it could likely
harvest useful information from a corpus of documentation surrounding its creation, such
as transcriptions of online meetings or e-mail discussions of the data. Al could also
streamline the data evaluation process, by comparing metadata documents from candidate
datasets and summarizing their similarities and differences. These applications have not
yet been fully explored in the literature, but one application of Al that has been developed
to some degree is in data quality assessment procedures such as those described above
(e.qg., Hosseinali et al., 2010); the procedures of extracting ground truth samples and the
statistical analyses required are very automatable.

None of these approaches eliminate the need for human judgment in our creation,
discovery, evaluation, and use of geospatial data. For the foreseeable future, Al-generated
metadata will be incomplete, requiring human data stewards to finish it by filling in the
gaps. Al-analyzed metadata would automate some parts of the data evaluation process, but
human users still need to make the final decisions on what data is most fit for their
purposes.

Ultimately, the effective use of geospatial data depends not on finding a single “best”
dataset, but on understanding how well a dataset fits a particular purpose. Metadata, data
guality measures, and provenance information provide the tools for making this judgment,
but they do not replace it. As data sources continue to expand and become more
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accessible, the role of the GIS practitioner increasingly involves interpreting these
signals—evaluating not only what the data contain, but how they were created, what they
mean, and how much uncertainty they carry. In this sense, data evaluation remains a
fundamentally human process, supported—but not supplanted—by standards, tools, and
automation.
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